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Production Management Concerns
—

* Maintaining a Safe work Environment

* Lack of visibility and remote management
— Troubleshooting and Autonomous Mining

* Maintaining process stability and efficiency

« Managing labour skill gap

* Reducing operating costs and TCO

+ Managing the risk of displacing existing technology

«  Complying with regulatory requirements




Innovation: IT Convergence

Methodology:
Reduce Cost of Ownership & IT support burden via:

* Integration of complementary applications
* Elimination of overlapping applications

Trends in IT Convergence:
+ Standards-based app integration (i.e. ISA 88/95, OPC, etc)
* Consolidation of disparate data models and sources
* Business process workflow management

Current Technology Technology Future: Enterprise &
» Many custom applications Evolution Manufacturing Integration
developed over time == .Common data model
* Proprietary interfaces *Role-based information portals
* No overall view of Mfg landscape Dynamic reports — not static

» Labor-intensive report generation *Centralized workflow mgmt
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Cultural and Organizational Convergence

s

Security Policies

Protecting Intellectual Property and

Focus Company Assets 24/7 Operations, High OEE
Confidentiality Availability
Priorities Integrity Integrity
Availability Confidentiality
Types of Data Traffic Converged Network of Data, Converged Network of Data,

Voice and Video

Control, Information, Safety and Motion

Access Control

Strict Network Authentication
and Access Policies

Strict Physical Access
Simple Network Device Access

Implications of a
Device Failure

Continues to Operate

Could Stop Operation

: Shut Down Access to Potentially Keep Operating
Threat Protection Detected Threat with a Detected Threat
Unarades ASAP Scheduled
Pg During Uptime During Downtime




IT and Manufacturing Shared Vision

~

Enterprise Systems

Enterprise Networks
* IT Domain
* Gigabit Backbones
« Self-Defending Networks
— Ethernet to the Factory —
* Network Management

» Switching Network

« Security

« Wireless Convergence

* Voice over IP

. \E/L(ieo Automation Networks — EtherNet/IP -
« Control Functionality / Real-Time Performance| . Standard,

 Safety Unmodified
* Environmental / Form Factor Ethernet
* Ease of U_se ' * Integrated
 Legacy Migration Control
K“IT Compatible” AND
Information

\ The Factory




], Rockwell

CISCO Automation

@ Manufacturing reference architectures

¢ Common reference and common
language for IT and manufacturing

@ A set of tested and validated design and
implementation best practices (Cisco
Validated Design - CVD)

¢ Education Series

Converged Minewide Ethernet Architectures

“With this implementation guide, for the first time IT and manufacturing professionals can
share a common document for planning a converged IP network including the factory floor

and automation equipment.”
— Harry Forbes, ARC Advisory Group
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Converged Minewide Ethernet Architectures

* Technology

IEEE 802.3 - standard Ethernet, Precision Time Protocol (PTP - 1588)
« 802.11n — wireless (future)

IETF - standard Internet Protocol (IP)

ODVA - Common Industrial Protocol (CIP)

|EC - International Electrotechnical Commission

ISA-100 - wireless (future)

 Manufacturing

Purdue Reference Model for Control Hierarchy

ISA-95 - Enterprise-Control System Integration

ISA-99 - Manufacturing and Control Systems Security
NIST — National Institute of Standards and Technology

Built on Industry Standards



EtherNet/IP

A Single IT-friendly Network for Commercial and Industrial Applications

PanelView Plus Cisco Sidtch
3port EtherNet/IP

EtherNet/IP I

=

Module v V]
Stratix Switch : : :
TRE

3 port n n

EtherNet/IP Robotics

e
I 1
ol :
Powerflex Drive
\ J
e
POINT 110
Industrial Camera ,
‘l; Bl UL L
l: o Mator, Drives & Actuators

«Single version of Ethernet — the standard for IT and industrial applications
*Real-time access to power and control systems without hardware or software gateways
* The global standard adopted by leading automation vendors
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Standard Distributed System Architecture

@ ANGLO
PLATINUM

Level 4
Business Planning

Distributed System

and
Level 3
Manufacturing
Operations
Process Automation System Server
(PASS)
Level 2
Supervisory
Control
Tirany Secendary

----------- g

PowerFlex Drives

Level 0 - b | N mam
Field Devices/ X . 3 i .
Process "::.n: : e ' " v & é Devicatien
- 3 i T
:- LR L L} .-:

-l

Comtar gcCy

I o = | --g-
CISCO - - @




Networking Power Control to Leverage
Information

PCMCILA Card

indows MHT
or Windows 95

F%Lins and
Windows 95

| Mtelligent
LINK Gateway

Controller
uwEMET
Interface

D H-455 Metwork

OH+ Metwork
5LC

=1 ma

hfizrologix

fe=i
PChAC 1A, for | S
ControlMet 588

ControlNet

F&%Logix §, RELnx

Controller Corntroller

Pan
1000%ar 1400

el den Q00™

Open
Controller

Serial
Pamell=l
Device

hiessagehdew

I.fI:Iﬁdapter
DeviceN

PLC-5C
et Controller

Photo-
electrid
Senzor]

ShiP-3
Solid- State
o dveroad

PCMCIA for
Dievice Met
oy

Gh3000
AL Drive

Panelviw

ar 800 W N ey | L WSk 100
FLEX /0 : AmmorBlock 1336 Plus Orive hotorf/Cantroller
Deice 10 hbadule
Hethbnager
Sottwar:

*Call for availability




Converged Plantwide Ethernet Architectures

* Logical framework
+ Industrial and IT network v - -
nterprise Zone
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DMZ

Manufacturing
Zone

Rockwell Automatio

Automation Controlle

Industrial Control System
Secure Remote Access

Cisco Adaptive Security

Appliance (ASA) 5520 Firewall

FactoryTalk Application Servers

* View
« Historian
* AssetCentre
* Transaction Manage
FactoryTalk Services Pl
« Directory
« Security/Audit
Data Servers

Cisco 3750G
Stackwise Layer 3
Distribution Switch

Remote Access Server
« Terminal Server
* RSLogix 5000
* FactoryTalk View Studio
* RSLinx Classic / Enterprise

i

ICS Asset Protection
» Network Authorization
« Application Authorization
» Change management control
« Audit




Industrial Control System

Secure Remote Access
e

! SSL VPN
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Industrial Control System

Secure Remote Access
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Industrial Control System
Secure Remote Access

Manufacturing
Zone




Industrial Control System

Secure Remote Access
e

Industrial Control System
Asset Protection

* Network and application
authentication and authorization

- Change management and
version control

 Audit and reqgulatory compliance




Innovation: Asset Utilization
—
Methodology: r—
Increase utilization, yields and quality via: == ——
» Capturing critical plant performance data = lasted g = | =
+ Present dashboards showing critical KPls e (-'-—")
* |dentify root causes & take corrective action

Trends in Asset Utilization: ’; ||| [I || I||,|,.,|,, | I! 1hed
* Role-based reports & dashboards via the web = ,)~
» Integrate data from multiple disparate sources —_ - —
* Real world references to data — not db tables/fields
Current Technology Technology Future: Manufacturing Intelligence
* Plant performance KPlIs stored to Evolution * Federated data model to enable
standard data model > site-to-site comparisons/analytics
* Role-based web reporting * Reports publishable across the
environment Enterprise. i.e. MS SharePoint
* Drill-down reporting capability to * Integration of manufacturing data

identify root causes with business system data

Copyright © 2009 Rockwell Automation, Inc. All rights reserved.



FactoryTalk VantagePoint

Disparate
Dpata Data Common Web
Sources Connectors Data Model* Data Services Browser  Data Presentation

BONILOINSYSIES [:::]
I ~~n REPDILS
HMI /. SCADA L -
e e IIENGES
Historians E

f ot X-Y Plots
Maintenance SR

aboratory, DasNPEANES

E, Downtime, ...

ustem Apps

*Data organized in
a meaningful way



Unified Production Model (Common Data)

s

P

rtal FactoryTalk VantagePoint

= 3 Repors

31|{l.‘lﬂflj Dashboards |
Analysis

Unified Production Model

=

Control

HMI/SCADA  Historians ~ Alarms/Events ~ RT Systems
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FTVantagePoint Dashboard
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FTVantagePoint Dashboard - Safety Training

Overview Training Status of Critical ltems
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FTVantagePoint Dashboard - Safety Training
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Information Enabled for Risk Management

Logical Overview

The Risk Management solution offers pro-active safety and
security services by utilising the intelligent network to
automate disparate systems.

Worker Safety

o , .

Security
Admin. stration

n
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nd
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Status \nformat\on

System Control &

Control

Support
g] Area
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Work Permits,
c I s c o Safety Training,
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Market Challenges

Address Market Challenges with Convergence-Ready Solutions
S

Improve PRODUCTIVITY with better asset utilization
and system performance

* Develop a standard set of engineering objects you
can use acrnss all of voiir annlicatinns

* Merc promote GLOBALIZATION with easy access
make g actionable, plant-wide information

° pecr » Easily extract, share and use information across
INteg your enterorise and around the world directlv

fake Cultivate INNOVATION with increased

) system flexibility and technical risk mitigation

d - Invest less time in development so that you can
snend more time creatina new intellectual orobertv

Support SUSTAINABILITY with extended

product lifecycles and better asset utilization

* Reduce waste by specifying a system in a
footprint that meets your needs

* Reduce energy costs with by eliminating
the need to “over-design”

» Streamline required assets and simultaneously
reduce storage, energy costs, and waste materials

.
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Real-Time Information

Actionable Information Shared by Your Control and Business Systems

Business System

*No translating or duplication necessary
with live data

*Right data, right place, right now

*Improved accuracy and performance

.
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